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(57) ABSTRACT 

A data saving method, apparatus and computer program 
which operates in an information processing system includ- 
ing a first external storage device, a host device which 
performs data input and/or output operations to and/or from 
the first external storage device and a second external 
storage device. A connection is formed between the first 
external storage device and the second external storage 
device. The second external storage device is not connected 
to the host device. An operation is performed of automati- 
cally saving data tcom the first external storage into the 
second external storage device via the connection formed 
between the first external storage device and the second 
external storage device. The saving is performed based on 
configuration information stored in the first external storage 
device. The configuration information includes information 
for designating an execution start time of saving data to the 
second external storage device, and at least one of a data 
storing area and a data set name in the second external 
storage device at which stored data is to be stored and 
information for indicating at least one type of second 
external storage device. 

7 Claims, 12 Drawing Sheets 
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DATA SAVING METHOD AND EXTERNAL 
STORAGE DEVICE 

HELD OF THE INVENTION 

The present invention relates to a data saving data backup 
technique. More particularly, the present invention relates to 
a data saving, data backup, technique in an external storage 
device which is ^ared by two or more host devices. 

BACKGROUND OF THE INVENTION 

In recent years, with the trend of nonstop operation of a 
computer system, the importance of data backup is indis- 
pensable for a safe operation of the computer system. 
Consequently, various methods for performing data backup 
have been proposed. 

For example, Japanese Patent Application No. 5-81147 
discloses an automatic saving and restoring method for a 
volatile storage. Tbe method detects whether a residual 
capacity of exists power in a power supply by a residual 
capacity detector and transfers tbe contents of tbe volatile 
storage to a non-volatile storage when the residual capacity 
is equal to or lower than a predetermined level. Japanese 
Patent Application No. 5-120110 discloses an automatic 
backup system for a file. Tbe system performs data backup 
of a file which has been previously designated when com- 
munications via a Local Area Network (LAN) is not heavy. 
Japanese Patent Application No. 6-4223 discloses a disk 
copying system for executing a disk (storage medium) copy 
from a device suspected to have failed to another device 
when the copying is judged to be necessary due to the 
identification of the device suspected to have failed. Japa- 
nese Patent Application No. 6-139027 discloses a data 
backup technique for a disk array system. In a configuration 
having multiple disk drives becoming a disk array, spare 
drives, and a backup device are provided and controlled by 
a disk array controller. The spare drive is used as a data 
transfer buffer when transferring data transfer from the disk 
drives to the backup device. Japanese Patent Application No. 
6-168080 discloses a technique for preventing old backup 
data firom being erroneously used by recording the latest 
data update time and backup completion time when data 
backup for each of main and spare disks is performed in a 
data backup system. Thus, this technique in accordance with 
a setting of a switch by a job terminating program, the latest 
data update time and the backup completion time are col- 
lated with each backup &om either the main or spare disk. 
Japanese Patent Application No. 6-309209 discloses a file 
backup method which provides a flag area in a part of file 
management information for specifying whether an auto- 
matic backup is necessary or not with respect to a file to be 
stored in an auxiliary storage. Thus, a backup is automati- 
cally performed when the flag area in the file management 
information specifies that a backup is necessary. Japanese 
Patent Application No. 8-212142 discloses a data backup 
system for a database which performs a data backup using 
a backup control file and a history file. Japanese Patent 
Application No. 9-50394 discloses an automatic data saving 
system in which an automatic activating unit, a saving unit, 
and the like are provided in a computer to which a direct 
access storage and a magnetic tape device are connected. 
Data backup is performed by a job control statement 
requesting a saving process created by the saving unit. 
Japanese Patent Application No. 9-101912 discloses a dif- 
ferential backup method which performs differential backup 
by providing a differential managing mechanism for 



9,461 B2 

2 

recording/managing a backup generation IC and the like for 
each block in an external storage as a part of the kernel in 
which an operating system exists. Japanese Patent Applica- 
tion No. 10-283121 discloses a data backup system which 

5 executes a data backup without using a CPU, main memory 
unit or a system bus by judging which one of the main 
memory unit and local memory access on a standard I/O bus 
is to be performed by a bus controller. Japanese Patent 
y^plication NO. 8-234916 discloses automatic backup sys- 

10 tem without occupying a host device, Japanese Patent impli- 
cation No. 7-239759 discloses backup system recording 
information of the disk array. Japanese Patent Application 
No. 7-200191 discloses disk array device which have a 
timer Japanese Patent Application No. 7-93101 discloses 

15 backup system without using a bus. Japanese Patent Appli- 
cation No. 4-311219 discloses backup system without inter- 
fering a host device. 

The above described conventional techniques except 
those described in Japanese Patent Application No. 6-4223 

20 and Japanese Patent Application No. 6-139027 have a dis- 
advantage in that a load is applied to the host device since 
the data backup is executed by processing performed by the 
host device. The conventional tedmique described in Japa- 
nese Patent i^iplication No. 6-4223 saves data in a device 

25 reserved against failures by a disk error collecting unit and 
a medium copying unit. Thus, this conventional technique 
has a disadvantage that a motive for data saving is limited to 
a time only when a device is suspected to have failed being 
that errors are anticipated to occur fi'equently. The conven- 

30 tional technique described in Japanese Patent Application 
No, 6-139027 has to obtain information such as application 
range of a file system from a host computer. Accordingly, the 
advantage is that backup cannot be performed automatically. 

35 SUMMARY OF THE INVENTION 

The present invention provides a data saving method, 
apparatus and computer program whidi operates in an 
information processing system including a first external 
storage device and a host device which performs data input 

40 and/or output operations to and/or fix)m the first external 
storage device. In the present invention, a coimection is 
formed between the first external storage device and a 
second external storage device. The second external storage 
device is not connected to the host device. The present 

45 invention performs an operation of automatically saving 
data from the first external storage into the second external 
storage via the connection formed between the first external 
storage device and tbe second external storage device. 
The saving is performed based on configuration informa- 

50 tion stored in tbe first external storage device. The configu- 
ration information includes information for designating an 
execution start time of saving data to the second external 
storage device, and at least one of a data storing area and a 
data set name in the second external storage device at which 

55 stored data is to be stored and information for indicating at 
least one type of second external storage device. 

The present invention provides an operation of detecting 
a predetermined condition. The saving operation is per- 
formed in response to detection of the predetermined con- 
dition. The predetermined condition is at least one of a 
predetermined period of time, a predetermined number of 
data input/output operations, and a failure of the first exter- 
nal storage. 

g5 BRIEF DESCRIPTION OF THE DRAWINGS 

The scope of the present invention will be apparent from 
the foflowing detailed description, when taken in conjunc- 
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tion vsaih the accompanying drawings, and such detailed 
description and specific examples, while indicating pre- 
ferred embodiments of the invention, are given by way of 
illustration only, since various changes and modifications 
within the spirit and scope of the invention will become s 
apparent to those skilled in the art &om this ^tailed 
description, in which: 

FIG. 1 is a block diagram illustrating the hardware 
configuration of an information processing system including 
external storage devices of the present invention; 

FIG. 2 is a block diagram illustrating the hardware 
configuration of a disk array subsystem as an example of the 
external storage device of the present invention; 

FIG. 3 is a conceptual diagram illustrating the structure of 
a configuration information table as one of pieces of control 
information of the present invention; 

HG. 4 is a conceptual diagram illustrating the configu- 
ration of a timer of a service processor of the present 
invention; 

FIG. 5 is a conceptual diagram illustrating the configu- 
ration of a backup information table as one of pieces of 
information of the present invention; 

FIG. 6 is a flowchart illustrating the operation of an 
external storage device of the present invention; 25 

FIG. 7 is a flowchart illustrating the operation of an 
external storage device of the present invention; 

FIG. 8 is a flowchart illustrating the operation of an 
external storage device of the present invention; 

FIG. 9. Is a flowchart illustrating the operation of an 
external storage device of the present invention; 

FIG. 10 is a flowchart illustrating the operation of an 
external storage device of the present invention; 

FIG. U is a flowchart illustrating the operation of an 
external storage device of the present invention; 

FIG. 12 is a flowchart illustrating the operation of an 
external storage device of the present invention; and 

nG. 13 is a flowchart illustrating the operation of an 
external storage device of the present invention. 40 

DETAILED DESCRIPTION OF THE 
INVENTION 

FIG. 1 is a block diagram illustrating an example of a 
hardware configuration of an information processing system 4S 
including external storage devices which perform the data 
saving operation of the present invention. The information 
processing system includes a large general purpose com- 
puter 1, a personal computer 4, cables 10 to 14, an external 
storage device 20, and a data backup-use external storage so 
device 30. The external storage device 20 is connected by 
input/output (I/O) ports to channels 2 and 3 of the larger 
general purpose computer 1 and disk interface (I/F) 5 and 6 
of the personal computer 4 via the cables 10 to 13. The 
external storage device 20 is also connected by an I/O port ss 
to the data back-up external storage device 30 via the cable 
14. As representative examples of the external storage 
device 20, there are a magnetic disk subsystem such as a disk 
array, a semiconductor storage subsystem, an optical disk 
subsystem, and the like. As representative examples of the 60 
data backup-use external storage device 30, there are a 
magnetic tape subsystem, magnetic tape library subsystem, 
optical disk library subsystem, and the like in addition to 
those illustrated as representative examples of the external 
storage 20. 65 

A disk array subsystem including multiple magnetic disk 
devices is used as an example of the external storage device 
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20. FIG. 2 is a block diagram illustrating an example of the 
hardware configuration of a disk array subsystem 21 as an 
example of the external storage device 20 of the present 
invention as illustrated in RG. 1. The disk array subsystem 
21 includes a service processor 22, channel interface con- 
troller 41 to 45 (I/O ports), buses 50 and 51, a shared 
memory 60, a cache 70, drive interface controllers 81 to 84, 
and disk groups 91 and 92 each including multiple magnetic 
disk devices. 

The service processor 22 has fiinctions to set information 
necessary to perform automatic data backup which will be 
described below and to write the information into the shared 
memory 60 via the bus 50. The channel interface controllers 
41 to 45 have functions to perform execution of commands 
from the large general purpose computer 1 and the personal 
computer 4 via the cables 10 to 14, data transfer between the 
large general purpose computer 1, the personal computer 4, 
and the data backup-use external storage device 30 and the 
cache 70 using the bus 51, and the issue of commands to the 
data backup-use external storage device 30. In order to 
realize the functions above, the channel interface controllers 
41 to 45 refer to and update information on the shared 
memory 60 via the bus 50 and communication with the drive 
interface controllers 81 to 84 and the service processor 22. 

The bus 50 is a communication control line connecting 
the channel interface controllers 41 to 45, the shared 
memory 60, the drive interface controllers 81 to 84, and the 
service processor 22. The bus 50 is used to perform the 
communication among the channel interface controllers 41 
to 45, the drive interface controllers 81 to 84 and the service 
processor 22 and reference/update of information between 
the channel interface controllers 41 to 45, the drive interface 
controllers 81 to 84, the service processor 22 and the shared 
memory 60. 

The bus 51 is used for data transfer from the large general 
purpose computer 1 and the personal computer 4 to the 
cache 70 via the cables 10 to 13 and the channel interface 
controllers 41 to 44, data transfer from the cache 70 to the 
large general purpose computer 1 and the personal computer 
4 via the cables 10 to 13 and the channel interface controllers 
41 to 44, data transfer from the cache 70 to the data 
backup-use external storage device 30 via the channel 
interface controller 45 and the cable 14, data transfer firom 
the cache 70 to the disk groups 91 and 92 via the drive 
interface controllers 81 to 84, and data transfer from the disk 
groups 91 and 92 to the cache 70 via the drive interface 
controllers 81 to 84. 

The shared memory 60 is a nonvolatile memory which 
stores information necessary for the channel interface con- 
trollers 41 to 44, the drive interface controUers 81 to 84, and 
the like to operate, information used for operating the 
invention that will be described below, and configuration 
information from the service processor 22 that will be 
described below. The cache 70 is a memory for temporarily 
storing write data from the large general purpose computer 
1 and the personal computer 4 and read data from the disk 
groups 91 and 92. 

The drive interface controllers 81 to 84 refer to and update 
information on the shared memory 60 using the bus 50 in 
response to requests from the channel interface controllers 
41 to 45, thereby reading data from the disk groups 91 and 
92 into the cache 70 and writing data from the cache 70 onto 
the disk groups 91 and 92. The disk groups 91 and 92 are 
arrayed disks which retain data written from the large 
general purpose computer 1 and the personal computer 4 
into the cache 70. 
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FIG. 3 is a oonceptual diagram illustrating an example of informatioo table 140 exists in each of the channel interface 

the structure of a configuration information table 100 which controllers 41 to 45 or on the shared memory 60. The backup 

is one of the pieces of control infonnation used to implement information table 140 is constructed to include a device type 

the data saving operation of the present invention. The flag 141, a volume name check flag 142, a current volume 

contents of the configuration information table 100 are set 5 name 143. and an MT mounting waiting flag 144. The 

by the service processor 22. After completion of the setting, number of backup information tables 140 corresponds to the 

the service processor 22 writes the configuration information ^j^vice addresses of the data backup-use external storage 

table 100 in the shared memory 60. Tte configuration ^^^-^ 3Q connected via tbe cable 14. 

mformauon table 100 m the shared memory 60 IS referred to „ 

mainly by tbe channel interface controllers 41 to 45. ^J}'^ ^^^.^ ^VP^ ^fg Ifl ^^j^^^^s ^ disk flag 151 and an 
An example of the struaure of the configuration infor- ^ag 152. TTie disk flag 151 is s^t to 1 when the data 
mation table 100 will be explained in more dcUil. The backup-use external storage device 30 is any of a magneUc 
configuration information table 100 includes volume infor- disksubsystem such as a disk array, a semiconductor storage 
mation 101, a backup channel interface flag 102, and backup subsystem, an optical disk subsystem, or an optical disk 
information 103. The number of vohimes UO is the number library subsystem and set to 0 when the data backup-use 
of volumes in the disk array subsystem 21. The backup external storage device 30 is a subsystem other than any of 
channel interface flag 102 illustrates the dianncl interface the above-mentioned subsystems. The MT flag 152 is set to 
controllers 41 to 45 to which the data backup-use external 1 when the data backup-use external storage device 30 is a 
storage device 30 is connected via the cable 14. The backup magnetic tape subsystem or a magnetic tape library sub- 
channel interface flag 102 is constructed by units of bits in system and set to 0 when the data backup-use external 
which bit 0 denotes the channel interface controUer 41, bit 20 storage device 30 is a subsystem other than the above- 
1 denotes the channel interface controller 42, and so on. In mentioned subsystems. 

the backup channel interface flag 102. bits in two or more ^j^^ is set to 1 when a check 

poationscanbe sctto 1. of the disk volume name or magnetic tape volume name has 

Tlie backup mfomation lM includes by a backup obje^^ been completed and set to 0 when the dau backup is 

volume addre^ UCU backup chaimcl mterfaoe oonlxoller 2S completed Generally, a single volume name is given to a 

name 121. a data backup-use external storage device address ji^'j,^^ ^,^^1, volume name k given to 

122, a data backup-use external Storage device volume name i r '• * 

123, and a data backup start time 124. When two or more ^ ^^^^^ magneUc tape. 

backup object volume addresses 120 exist, each entry The current vohime name 143 fllustrates a name of a disk 

includes the backup object volume address 120, the backup 30 volume or a magnetic tape volume to which the data backup 

channel interface controller name 121, the data backup-use is being performed at present. The MT mounting waiting 

external storage device volume name 123, and the data flag 144 is set to 1 in a state that a magnetic tape volume is 

backup start time 124. The number of such entries corre- waiting for being mounted on a magnetic tape device and set 

sponds to the number of backup object volume addresses to 0 in a state other than the above. 

120 exist. In FIG. 3, in order to simplify the explanation of 35 An example of the processings performed by the service 

the embodiment, an example in which only one backup processor 22 is iUustrated in tbe flowchart of FIG. 6. Tliis 

object volume address 120 exists is illustrated. flowchart will be explained by referring to FIGS. 2 to 4. The 

FIG. 4 is a ooncepmal diagram iUustrating an example of flowchart may, for example, correspond to a computer 

the configuration of the service processor 22 including a program executable by a computer. The computer program 

timer 130, which is used to implement the data saving 40 can, for example, be stored on a storage medium such as 

operation of the present invention. The timer 130 is con- semiconductor memory, floppy disk, CD ROM, etc., and 

trolled by the hardware existing in the service processor 22. installed to the memory of the computer. The computer 

The timer 130 serves as a trigger indicating that a predeter- program can alternatively be provided to the computer by a 

mined condition has occurred, upon which the data backup network connected to the computer such as, for example, 

is started. When the value indicated by the timer 130 45 local area network, internet, etc. Each of the steps of the 

coincides with the data backup start time 124 in the backup flowchart can, for example, correspond to one or more 

information 103 in the configuration information table 100, instructions of the computer program, 

the service processor 22 instructs the channel interface As per the above, FIG. 6 illustrates a processing flow of 

controllers 41 to 45 to start the data backup. the service processor 22. However, in the following descrip- 

The service processor 22 is constructed by, for example, 50 tion in order to simplify the explanation, the charmel inter- 

an information processing device such as a personal com- face controUer 45 will be set as the name of the backup 

puter and a work station and has the configuration iUustrated channel interface controller 121 in the backup information 

in FIG. 4 as an example. For instance, a microprocessor 103. 

(MPU) 226, a main storage 22c, and a bus bridge 22d are First, it is determined whether a configuration information 
connected via a system bus 22fl. Further, a calendar IC 22/ 55 setting request has been issued (step 200) . The configuration 
which functions as the timer 130, a secondary storage device information setting request is a request for setting a series of 
22^, a user interface 22h consisting of a display, a keyboard, information of the configuration information table 100. If a 
etc., external connection I/F 22/ used for the connection with configuration information setting request has been issued as 
the disk array subsystem 21, and the like are connected to the per step 200, processing proceeds to step 206. If no con- 
bus bridge 22d via a general bus 22e. In the main storage eo figuration information setting request has been issued as per 
22c, a general purpose operating system (OS) 22;, a con- step 200, processing proceeds to step 201. In step 201, a 
figuration information setting program 22k, a configuration check is performed to determine whether the present time is 
information table 22m (100), and the like are stored. An a data backup start time or not. More specificaUy, a deter- 
operation of tbe present invention such as that illustrated in mination whether the data backup start time 124 in the 
the flowchart in FIG. 6 will be described below. 65 backup information 103 coincides with the value of the 
FIG. 5 is a oonceptual diagram iUustratiog an example of timer 130 is performed. If the present time is not the data 
the structure of a backup information table 140. The backup backup start time as per step 201, processing proceeds to 
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Step 204. If the present time is tbe data backup Start time as rebcwting by turning the power of the external storage 

per step 201, processing proceeds to step 202. In step 202, device 20 firom OFF to ON is performed in step 212, thereby 

the backup charmcl interface controller name 121 in the making the channel interface controllers 41 to 45 collect the 

backup information 103 in the configuration information configuration information table 100 on the shared memory 
table 100 is extracted and the channel interface controller 45 5 60. In step 213, a check is made to see whether or not an 

indicated with the backup channel interface controller name error has occurred in the rebooting which has been made by 

121 is instructed via the bus 50 to back up the data at the turning the power source of the external storage 20 from 

backup object volume address 120. More specifically, the OFF to ON. If an enor has occurred in step 213, the routine 

channel interface controller 45 is instructed via the bus 50 to proceeds to step 211. If no error has occurred in step 213, the 

back up the data at the backup object volume address 120. routine returns to step 200. 

Next, in step 203, a determination whether tbe execution An example of the operations performed as a result of the 

of the data backup instruction given to the channel interface processing of the channel interface controllers 41 to 45 are 

controller 45 has been terminated normally is performed. If illustrated in the flowcharts in FIGS. 7 to 13. These flow- 

the execution of the data backup instruction has been charts will be explained by using FIGS. 1 to 5. Each of the 

terminated normally as per step 203, processing proceeds to flowcharts may, for example correspond to a computer 

step 204. A determination whether there is a volume for program executed by a computer. Hie computer program 

which data backup has been instructed before is performed. can, for example, be stored on a storage medium such as 

If there is no volume for which data backup has been semiconductor memory, floppy disk, CD ROM, etc., and 

instructed before as per step 204, processing returns to step installed to the memory of the computer. The computer 

200. If there is a volume for which data backup has been program can alternatively be provided to the computer by a 

instructed before as per step 204, processing proceeds to step network connected to the computer such as, for example, 

205. In step 205, a determination Aether the data backup of local area network, internet, etc. Each of the steps of the 

the volume for which the data backup has been instructed flowchart can, for example, correspond to one or more 

before has been normally terminated is performed. If the instructions of the computer program, 
data backup of the volume for which data backup has been ^5 Although the channel interface controllers 41 to 45 have 

instructed before has been terminated normally as per step the three processing functions as mentioned above, the data 

205, processing returns to step 200. If the data backup of the backup processing performed by the dau backup-use exter- 

volume for which data backup has been instructed before nal storage device 30 will be explained bek)w. In the 

has not been terminated normally as per step 205, processing embodiment of tbe present invention, to simplify the 

proceeds to step 211 . explanation, a case will be described below in which the data 

The configuration information setting request as per step backup-use external storage device 30 is connected to the 

200 is explained as follows. In step 206, the setting of the channel interface controller 45 via the cable 14. The mmiber 

backup chaimel interface flag 102 is requested and the of the backup object volimie addresses 120 in the backup 

setting information is collected. In the embodiment, the information 103 in the configuration information table 100 
backup channel interface flag 102 is set to the channel 35 js one. That is, there is a single entry including the backup 

interface controller 45. The setting of the backup informa- object volume address 120, the backup channel interface 

tion 103 is requested and the backup information 103 which controUer name 121, the data backup-use external storage 

has been set is collected in step 207. In the embodiment, the device address 122, the data backup-use external storage 

channel interface controller 45 is set in the backup channel device vohime name 123, and the data backup start time 124. 

interface controller name 121 in the backup information The backup channel interface controller name 121 and the 

103. backup chaimel interface flag 102 are set to the channel 

The information of the configuration information table interface controller 45. 

100 which has been set is checked in step 208. More First, the flowchart in FIG. 7 will be explained. Prior to 

specifically, the backup channel interface flag 102 and the step 301 monitoring is performed to determine whether an 
backup channel interface controller name 121 in the backup 45 input/output (I/O) request has been received (step 300A). If 

information 103 are checked for validity. If the check of the an I/O request has been received then the I/O request is 

information in step 208 which has been set is not OK, performed (step 300B). If no I/O request has been received 

processing returns to step 206. If the check of the informa- or the I/O request has been performed, then processing 

tion which has been set is OK in step 208, processing proceeds to step 301. In step 301, a determination whether 
proceeds to step 209. In step 209, the configuration infor- 50 a notification on completion of data reading fi-om the disk 

mation tabic 100 is written into the shared memory 60 via groups 91 and 92 has been sent from the drive interface 

the bus 50. controllers 81 to 84 is performed. If no data reading comple- 

In step 210, whether the configuration information table tion notification has been sent fi-om the drive interface 
100 has been correctly written into the shared memory 60 is controllers 81 to 84 in step 301, the configuration informa- 
checked. If the configuration information table 100 has been 55 tion table 100 on the shared memory is read in step 302. In 
correctly written into the shared memory 60 in step 210, step 303, a determination whether the backup channel inter- 
processing proceeds to step 212. If the configuration infor- face flag 102 of any of the channel interface controllers (any 
mation table 100 has not been correctly written into the of the channel interface controllers 41 to 45) is 1 is per- 
shared memory 60 in step 210, processing proceeds to step formed. If none of the channel interface flags 102 is 1 as per 
211. In step 211, it is instructed via the bus 50 to report an 60 step 303, the routine returns to step 301. Since the backup 
error to the channel interface controllers 41 to 44 other than channel interface flag 102 is set to the channel interface 
the channel interface controller (the channel interface con- controller 45, processing proceeds to step 304. 
troller 45 in the embodiment) indicated by the backup Iq step 304, a check is performed to determine whether 
channel interface controller name 121. After that, processing there is a data backup request from the service processor 22. 
returns to step 200. 65 If no data backup request has been made from the service 

After the configuration information table 100 has been processor 22 as per step 304, processing returns to step 301. 

correctly written into the shared memory 60 in step 210, If the data bacloip request has been performed from the 



08/12/2003, EAST Version: 1.03.0002 



us 6,539,461 B2 

9 10 

service processor 22 as per step 304, processing proceeds to proceeds to step 507. If the volume name check flag 142 in 
step 305, The data backup-use external storage device the backup information table 140 is "C* in step 501, pro- 
address 122 in the backup information 103 is acquired in cessing proceeds to step 502. In step 502, the volume name 
step 305 and processing proceeds to step 306. In step 306, is read from the data backup-use external storage device 30. 
the device type infonnation at the data back^^^ 5 a determination whether the volume name has been 
storage device address V2 is acquu^ via the cable 14. In ^^^^^^ j^e data backup-use external storage 
step 307, a cbeck is pcrfbnncd to cictermine whether the ^ performed in step 503. If the reading of the 
device type information at the data backup-use external , r.Lj.ui . i_ j* 
storage device address 122 has been acquired If the acqtu- ^^T^VT/- ^^^^^^ '^^2 
sition of the device information at the data backup-use ,„ 30 has failed m step 503, processmg proc^^^ 
external storage device address 122 has failed as per step " IT ' da<a backup-use external 
307. processing proceeds to step 312. If the acquisition of ^ J'^t f ° 'SSff "JS^'" ^? ^' 
the device information at the daU backup-use external P^ofssing proceeds to step 504 In step 504 a check is 
storage device address 122 has succeeded in step 307. PcrfonD<^d to detennme to see whether the volume naiBe 
oroc^sine proceeds to step 308 ^ backup-use external storage device 30 

. nrto _i . • L J • . • coincides with the data backup-use external storage device 

In step 308, a determmation whether the device type is , *-»^ *u u j r *u ^ . 

r j, ^ . • J? J J • . f volume name 123. If the volume name read from the data 

Aat of a disk s)«tecn B performed The devi«x type of the backup-use external storage device 30 does not coincide 

disk system m step 308 is a magnetic disk subsystem such -.u j * l t . i * j • i 

' , ^ . , ^ , ^ . , with the data backup-use external storage device volume 

as a disk array, semiconductor storage subsystem. opUcal 123 in step 504, prxx^ng proceTds to step 710 in 

disk subsystem, optical (hsk hbraiy subsystem, or «ie Uke. ^ ^ ^^^^ ^J^^^^ ^ ^^^^ badmp-use 

If the device type is not that of the disk system in step 308, _^ , ^ j • ■ j **u j * u i 

•"^ . . . . . • ii. . r external storage device 30 comcides with the data backup- 

processmc proceeds to step 310. If the device type is that of * i * j • i * 

u J- 1 • . -^/wT J . . tnn use external storage device volume name, processing pro- 

me system in step 3(W, processing pro«eds to step 309. ,^ ^^^^^^ ^^^^ ^^^^ in the 

/ disk flag 151 in the device type flag 141 in the backup i„fomation table 140 is set to "l" in sttp 505. TTie 

mformauon table 140 is set to 1 m step 309 and processmg ^ inform^ion table 

proceeds to step 501 in FIG. 9. In step 310, a check is made ^ „ u„„i„.„ 

. J • . • .1. . f 140 IS newly set to the data backup-use external storage 

to determme whether the device type is that of an MT j^„- „„i„J,^ i->^ i„ 

. . ^ . - Lu • ; J kjrTA xjrr devicc volume name 123 m Step 506. 

(magnetic tape, hereafter, abbreviated as MT; or an MT r j . 

Ubrary (magnetic tape library, hereafter, abbreviated as MT 1° step 507. a check is performed to determine whether 

library) ^ backup data to be wntteo into the data backup-use 

If the device type is not that of the MT or MT Ubrary as ^° external storage device 30 on the cache 70. When there is no 

per step 310. processing proceeds to step 312. If the device ^"^^P '° ^ ^«^° ""l" '^J^*^ baclaip-use external 

iype is that of the MT or MT library as per step 310, storage device 30 on the cache 70 m step 507, processing 

processing proceeds to step 311. Hie MT flag 152 in the P«!°^* '° ^^^P ^""^ ^'^^ }° ^ 

device type flag 141 in the backup information table 140 is 35 ""l? ™ •"^f^^P"'^ ^'^""^ "^'""S^ 

set to 1 instep 311 and processing proceeds to step 601 in on the cache 70 in step 507. processmg proceeds to step 508 

FIG. 10. In step 312. the data backup abnormal termination ^h^ backup data is wntten mto the data backup-use external 

A * tu ^ 'v» u,.o cn Storage device 30 in step 508 and the routine returns to step 

IS notified to the service processor 22 via the bus 50 owing e f f 

to an error. The flowchart of FIG. 8 will be explained next. " 

FIG. 8 illustrates an example of the processing flow after the 40 ^ determination whether the data backup has been com- 

notification on completion of data reading from the disk pleled is performed in step 509. If the data backup has been 

groups 91 and 92 is notified by the drive interface controllers completed in step 509, processing proceeds to step 801 in 

81 to 64 in step 301 in FIG. 7. backup has not been completed in step 

In step 401, a check is made to detemiine whether the disk ^09, processing proceeds to step 510. In step 510, the drive 

flag 151 in the backup information table 140 is 1. If the disk 45 "^^^^^ controUers 81 to 84 are instructed via the bus 50 to 

flag 151 in the backup information table 140 is "1" in step the backup data, /kftcr step 510 is done, processing 

401, the routine proceeds to step 501 in FIG. 9 to perform ^^"^ to step 301 m FIG. 7. 

the data backup for the disk. If the disk flag 151 in the The flowchart in FIG. 10 will be explained next. FIG. 10 

backup information table 140 is not "1" in step 401, the illustrates an example of a processing flow for performing 

routine proceeds to step 402. In step 402, a determination so ite data backup when the data backup-use external storage 

whether the MT flag 152 in the backup information table 140 device 30 is that of an MT system. First, in step 601. a 

is 1 is performed. If the MT flag in the backup information determination whether the volume name check flag 142 in 

table 140 is 1 in step 402, processing proceeds to step 601 the backup information table 140 is 1 is performed. If the 

in FIG. 10. If the MT flag 152 in the backup information volume name check flag 142 in the backup information table 

table 140 is not 1 in step 402, processing proceeds to step 55 140 is" 1" in step 601, processing proceeds to step 610. If the 

710 in FIG. U. volume name check flag 142 in the backup information table 

The flowchart of FIG. 9 will be explained next. FIG. 9 140 is "0^' in step 601, processing proceeds to step 602. 

illustrates an example of the process flow for performing the In step 602, a determination whether the data backup-use 

data backup when the data backup-use external storage external storage device 30 is in the ready status is performed, 

device 30 is that of a disk system. First, in step 501. a 60 If the data backup-use external storage device 30 is in the 

determination whether the volume name check flag 142 in ready status in step 602, processing proceeds to step 605. If 

the backup information table 140 is 1 is performed. The the data backup-use external storage device 30 is not in the 

volume name chedc flag 142 in the backup information table ready status in step 602, processing proceeds to step 603. A 

140 is the flag which indicates that the cbeck of the volume request for mounting the data backup-use external storage 

name of the data backup-use external storage device 30 has 65 device volume name 123 is made to the data backup-use 

been completed. If the volume name check flag 142 in the external storage device 30 in step 603 and processing 

backup information table 140 is "1" in step 501, processing proceeds to step 604. 
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la step 604, a check is performed to determine whether 
the data backup-use external storage device 30 is in the 
ready status. If the data backup-use external storage device 
30 is in the ready status io step 604, processing proceeds to 
step 605. If the data backup-use external storage device 30 
is not in the ready status in step 604, processing returns to 
step 604 and waits for the data backup-use external storage 
device 30 to enter the ready status. In step 605, the volume 
name is read from the data backup-use external storage 
device 30. In step 606, a determination whether the volume 
name has been successfully read from the data backup-use 
external storage device 30 is performed. If the reading of the 
volume name of the data backup-use external storage device 
30 has failed in step 606, processing proceeds to step 710 in 
FIG, 11. If the volume name of the data backup-use external 
storage device 30 has been successfully read in step 606, 
processing proceeds to step 607. 

In step 607, a check is performed to determine whether 
the volume name read from the data backup-use external 
storage device 30 coincides with the data backup-use exter- 
nal storage device volume name 123. If the volume name 
read from the data backup-use external storage device 30 
does not coincide with the data backup-use external storage 
device volume name 123 in step 607, processing proceeds to 
step 710 in FIG. 11. When the volume name read from the 
data backup-use external storage device 30 coincides with 
the data backup-use external storage device volume name 
123 in step 607, processing proceeds to step 608. The 
volume name check flag 142 in the backup information table 
140 is set to "1" in step 608. The current volume name 143 
in the backup information table 140 is newly set to the data 
backup-use external storage device volume name 123. 

In step 610, a check is performed to determine whether 
there is backup data to be written into the data backup-use 
external storage device 30 on the cache 70. If there is no 
backup data to be written into the data backup-use external 
storage device 30 on the cache 70 in step 610, processing 
proceeds to step 510 in FIG. 9. When there is the backup 
data to be written into the data backup -use external storage 
device 30 on the cache 70 in step 610, processing proceeds 
to step 611. The backup data is written into the data 
backup-use external storage device 30 in step 611 and 
processing proceeds to step 612. In step 612, a determination 
whether the data backup has been completed is performed. 
If the data backup has been completed in step 612, process- 
ing proceeds to step 901 in FIG. 13. If the data backup has 
not been completed in step 612, processing proceeds to step 
613. 

In step 613, a check is performed to determine whether 
the data backup-use external storage device 30 is positioned 
at End of Time (E.O.T.) which indicates the termination of 
a magnetic tape. If the data backup-use external storage 
device 30 is positioned at the E.O.T. in step 613, processing 
proceeds to step 614. If the medium in the data backup-use 
external storage device 30 is not positioned at the E.O.T. in 
step 613, processing returns to step 610. In step 614, since 
the medium in the data backup-use external storage device 
30 is positioned at E.O.T., the magnetic tape has to be 
rewound. For this purpose, a rewinding command is issued 
to the data backup-use external storage device 30. 

In step 615, a determination whether the data backup-use 
external storage device 30 has completed the rewinding 
command execution is performed. If the data backup-use 
external storage device 30 has completed execution of the 
rewinding command in step 615, processing proceeds to step 
701 in FIG. U. If the data backup-use external storage 
device 30 has not completed execution of the rewinding 
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command in step 615, processing returns to step 615 and 
waits for the end of execution of the rewinding command of 
the data backup-use external storage device 30. 
The flowchart of FIG. 11 will be explained next. FIG. U 

5 illustrates an example of the processing flow for unloading 
a volimie of a magnetic tape and requesting a mounting of 
the next volume of the magnetic tape when the data backup- 
use external storage device 30 is that of an MT system. In 
step 701, an unloading command is issued to the data 

10 backup-use external storage device 30. In step 702, the MT 
moimting waiting flag 144 in the backup information table 
140 is set to 1. In step 703, a volume name obtained by 
adding 1 to the current volume name 143 in the backup 
information table 140 is newly made the current volume 

1^ name 143 in the backup information table 140. Generally, 
the volume name of the magnetic tape is given by a 
combination of alphanumeric characters. For example, a 
magnetic tape volume name such as SSCOOl is typical. 
More ^)ecifically, in step 703, when the previous magnetic 

20 tape volume name is SSCOOl, the magnetic tape volume 
name of SSC002 is newly made the cxu-rent volume name 
143 in the backup information table 140. 

A request to mount the current volume name 143 in the 
backup information table 140 is made to the data backup-use 
external storage device 30 in step 704 and processing 
proceeds to step 705. In step 705, a determination whether 
the data backup-use external storage device 30 is in the 
ready status is performed. When the data badoip-use exter- 
nal storage device 30 is in the ready status in step 705, 
processing proceeds to step 706. When the data backup-use 
external storage device 30 is not in the ready status in step 
705, processing returns to step 705 and waits the data 
backup-use external storage device 30 to enter the ready 
stanis. In step 706, the volume name is read from the data 
backup-use external storage device 30. 

In step 707, a determination whether the volume name has 
been successfully read from the data backup-use external 
storage device 30 is performed. If the reading of the volume 

^ name of the data backup-use external storage device 30 has 
failed in step 707, processing proceeds to step 710. If the 
reading of the volume name of the data backup-use external 
storage device 30 succeeded in step 707, processing pro- 
ceeds to step 708. In step 708, a determination whether the 
volume name read from the data backup-use external storage 
device 30 coincides with the current volume name 143 in the 
backup information table 140 is performed. When the vol- 
ume name read from the data backup-use external storage 
device 30 does not coincide with the current volume name 
143 in the backup information table 140, processing pro- 
ceeds to step 710. When the volume name read from the data 
backup-use external storage device 30 coincides with the 
current voltmie name 143 in the backup information table 
140 in step 708, processing proceeds to step 709. 

55 The MT moimting waiting flag 144 in the backup infor- 
mation table 140 is set to "0*' in step 709 and the routine 
proceeds to step 610 in FIG. 10. In step 710, the backup 
information table 140 is cleared in order to cope with 
occurrence of an error. To be concrete, all of the device type 

gQ flag 141 (disk flag 151 and MT flag 152), the volume name 
check flag 142, the current volume name 143, and the MT 
mounting waiting flag 144 in the backup information table 
140 arc cleared. After completion of the processing of step 
710, processing proceeds to step 312 in FIG. 7. 

65 The flowchart in FIG. 12 will be explained next. FIG. 12 
illustrates an example of the processing flow after comple- 
ticHi of the data backup to the data backup-use external 
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storage device 30. In step 801, the backup iofonnation table 

140 is cleared. More specifically, all of the device type flag 

141 (the disk flag 151 and MT flag 152), the vohime name 
check flag 142, the current vohintie nanie 143, and the MT 
mounting waiting flag 144 in the backup information table 
140 are cleared. The normal termination of data backup is 
reported to the service processor 22 via the bus 50 in step 
802 and processing is returned to step 301 in FIG. 7. 

The flowchart in FIG. 13 will be explained next. FIG. 13 
illustrates an example of a processing flow after completion 
of the data backup when the data backup-use external 
storage device 30 is that of the MT (magnetic tape) system. 
Since the MT is a portable medimn, it is necessary to unload 
the volume of the magnetic tape after completion of the data 
backup. In step 901, a rewinding command is issued to the 
data backup-use storage device 30 in order to rewind the 
magnetic tape. 

In step 902, a determination whether the data backup-use 
external storage device 30 has completed the execution of 
the rewinding command is performed. When execution of 
the rewinding command in the data backup-use external 
storage device 30 has been completed in step 902, process- 
ing proceeds to step 903. When the rewinding command 
execution in the data backup-use external storage device 30 
has not been completed in step 902, the routine returns to 
step 902 and waits for execution of the end of the rewinding 
command in the data backup-use external storage device 30. 
In step 903, an unloading command is issued to the data 
backup-use external storage device 30 in order to unload the 
volume of the magnetic tape and processing proceeds to step 
801 in FIG. 12. 

According to the embodiment, the data backup of the data 
on the external storage device 20 to the data backup-use 
external storage device 30 can be executed between the 
external storage device 20 and the data backup-use external 
storage device 30 without the intervention of a host device 
such as the large general purpose computer 1 and the 
personal computer 4, so that the load on tbe host device can 
be reduced. The data backup can be automatically performed 
between the external storage device 20 and the data backup- 
use external storage device 30 without requiring the inter- 
vention of the host device such as the large general computer 
1 and the personal computer 4. 

Further, various data saving operations such as, for 
example, saving of any data from any motive in units of any 
data set such as a volume can be performed irrespective of 
an occurrence of an error in the disk groups 91 and 92 
according to the control information set in tbe configuration 
information table 100 on the shared memory 60 in the disk 
array subsystem 21. 

In the embodiment, in order to simplify the explanation of 
the invention, the explanation has been made in a situation 
where tbe data backup -use external storage device 30 is 
connected to the channel interface controller 45 via the cable 
14, the number of the backup object volume addresses 120 
in the backup information 103 in the configuration informa- 
tion table 100 is one that is, a single entry exists which 
includes the backup object volume address 120, the backup 
channel interface controller name 121, tbe data backup-use 
external storage device address 122, the data backup-use 
external storage device volume name 123, and the data 
backup start time 124, and the backup channel interface 
controller name 121 and the backup channel interface flag 
102 are set to the channel interface controller 45. The 
bvention can also be applied to a case where two or more 
backup object volimie addresses 120 in the backup infor- 
mation 103 in the configuration information table 100 exist. 
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Thus, even if two or more entries exist eadi of which 
includes the backup object volume address 120, the backup 
channel interface controller name 121, the data backup-use 
external storage device address 122, the data backup-use 
5 external storage device volume name 123, and the data 
backup start time 124, two or more disk volumes and two or 
more magnetic tape devices exist in the data backup-use 
external storage device 30, the invention can be appUed. 

The timer 130 is positioned in tbe service processor 22 in 
10 the embodiment. However, the invention can also be applied 
when the timer 130 is positioned in the external storage 
device 20. 

Furthermore, by providing a counter for the I/O (input/ 
output) count (read/write I/O count or write I/O count) per 
volume or a counter table for the read/written byte coimt (or 
the written byte cotmt will do also) and by referring to and 
updating the I/O counter table or the read/written byte 
counter table fore each volume on the shared memory 60 
when the function of tbe channel interface controllers 41 to 
45 (that is, execution of commands from the large general 
purpose computer 1 or the personal computer 4 or data 
transfer between the large general purpose computer 1 or the 
personal computer 4 and the cache 70 using the bus 51) is 
executed, the I/O count per vohime or the read/written byte 
count per volume can be used instead of the timer 130 as the 
trigger to start the data backup operation. 

To use the I/O count per volume as the trigger, the 
question in the step 304 in FIG. 7 should be changed to "Has 
the I/O count exceeded the specified value?*' and the instruc- 
tion in step 801 in FIG. 12 should be changed to "Qear the 
backup information table 140 and the I/O counter table of 
the volume concerned on the shared memory 60". 

To use the read/written byte counter as the trigger, the 

2j instruction in step 304 in FIG. 7 should be changed to 
"Check whether the read/written byte count has exceeded 
the specified value of the byte count" and the instruction in 
step 801 in FIG. 12 should be changed to "Qear the backup 
information table 140 and the read/written byte counter table 

^ of the volume concerned on the shared memory 60*'. 

If the I/O count or the read/written byte count per volume 
illustrated as the trigger to start the backup is few, the data 
backups will be performed frequently. The external storage 
device 20 does not accept the accesses firom the large general 

45 purpose computer 1 and the personal computer 4 during the 
backup, thus, the data transfer which is essential is unable to 
be performed. That is, the more frequent the backups are, the 
lower the processing speed (performance) becomes. 
Therefore, it is desirable to set the I/O count or read/written 

50 byte count per volume so that the badcup frequency is once 
a day, for example. 

Concerning the embodiment, an explanation has been 
given for the example in which the data backup-use external 
storage device 30 is connected to the channel interface 

55 controller 45 via the cable 14. However, the invention can 
also be applied to a case in which two or more data 
backup-use external storage devices 30 are connected to the 
channel interface controller 45 via the cable 14. As for the 
cable 14, it is not limited to a simple connection cable. For 

60 example, by using an arbitrary information network 
medium, the data backup can be executed between the 
external storage device 20 located in a remote place and the 
data backup-use external storage device 30. 

Further, with respect to the embodiment, an explanation 

65 has been given for tbe example in which the single data 
backup-use external storage device 30 is coimected to the 
single external storage device 20 via the single diannel 
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interface controller 45 has been explained. However, it will 
be clearly understood that the invention can be applied to a 
case of a configuration in which two or more data backup- 
use external storage devices 30 are connected to one external 
storage device 20 via two or more channel interface coo- 5 
trollers. 

The embodiment is an example of a case in which the 
external storage device 20 is connected to the two host 
devices (one large general purpose computer and four per- 
sonal computers). However, it will be obviously understood 
that the invention can also be applied to a configuration in 
which the three or more host devices are connected to the 
external storage device 20 or a configuration in which the 
one host device is connected to the external storage device 
20. 15 

Even further, concerning the embodiment, an explaoatioD 
has been given using the magnetic disk array subsystem as 
an example in the embodiment. However, it will obviously 
be understood that the invention can be applied to an 
external storage subsystem of other type sucb as a semicon- 
ductor storage subsystem, an optical disk subsystem, a 
magnetic tape subsystem, a magnetic tape Ubrary subsystem, 
an optical disk library subsystem, or the like. An external 
storage device has been used as an example in the 
embodiment, however, it will obviously be understood that 
the invention can be applied to the external storage control- 
ler. 

According to the data saving operation of the invention, 
an effect is obtained that the data saving can be performed 
between the external storage devices without increasing a 
load on the host device. 

While the present invention has been described in detail 
and pictorially in the accompanying drawings, it is not 
limited to such details since many changes and modification 35 
recognizable to these of ordinary skill in the art having the 
benefit of this invention may be made to the invention 
without departing from the spirit and scope of the invention, 
and all such modifications as would be obvious to one 
skilled in the art and/or ^*^ch become possible as tcchnol- 40 
ogy develops, are intended to be included within the scope 
of the following claims. 

We claim: 

1. A data backup method in a first external storage device 
connected to a host device, said data backup method com- 45 
prising: 

forming a connection between said first external storage 

device and a second external storage device; and 
copying data stored in said first external storage device to 

said second external storage device via said connection, 50 
wherein said copying step is performed based on a data 

backup start time in configuration information stored in 

said first external storage device, 
wherein said copying step is performed when a current 

time of a timer corresponds to said data backup start 

time and said copying step is over when said data 

backup has been completed, 
wherein said configuration information comprises a type 

of device flag which indicated whether said second 

external storage device is a magnetic tape type storage 

device, 

wherein said copying step is performed corresponding to 
a type of storage device indicated by said type of device 
flag, and 65 

wherein said copying step can be performed independent 
of said host device. 



2. A data backup method according to claim 1, wherein 
said configuration information further comprises: 

information for designating at least one of a data storing 
area and a data set name in the said second external 
storage device at which said stored data is to be stored, 
and information which indicates at least one type of 
second external storage device. 

3. An external storage device for storing data from a host 
and backing up stored data to a backup storage device, said 
external storage device comprising: 

a first input/output port for inputting/outputting of data to 
and/or from a host; 

a second input/output port, for connection to the backup 
storage device, for backing up stored data to the backup 
storage device; 

a controller for controlling operation of said first and 
second input/output ports based on configuration infor- 
mation to cause copying of data stored in said external 
storage device from the host to said backup storage 
device via said second input/output port; and 

a processor in said external storage device for instructing 
an execution of said backup operation to said 
controller, 

wherein said configuration information comprises 

information for designating at least one of a data storing 
area and a data set name in the said backup storage 
device at which stored data is to be stored 

information of at least one type of storage device for 
managing with said second external storage device, and 

information including a data backup start time and a type 
of device flag which indicates whether said second 
external storage device is a magnetic tape type storage 
device, 

wherein said copying from said external storage device to 
said backup storage device can be performed indepen- 
dent of said host, and 

wherein said copying is performed corresponding to a 
type of storage device indicated by said type of device 
flag. 

4. An external storage device according to claim 3, 
wherein said configuration information comprises: 

information for designating at least one of a data storing 
area and a data set name in the said backup storage 
device at which said stored data is to be stored and 
information for managing at least one type of backup 
storage device. 

5. A data backup method according to claim 2, further 
comprising: 

inputting said configuration information. 

6. A data backup method in a first external storage device 
to be connected to a host device which performs data input 
and/or output operations to and/or from said first external 
storage device, said data badcup method comprising: 

checking a current time of a timer in the first external 
storage; and 

copying data stored in said first storage device to said 
second external storage device via a connection formed 
between said first external storage device aixl said 
second external storage device when the current time 
corresponds to a data backup start time included in 
configuration information stored in said first external 
storage device and said copying step is over when said 
data backup has been completed, 

wherein said configuration information comprises a type 
of device flag which indicates whether said second 
external storage device is a magnetic tape type storage 
device. 
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wherein said copying step is performed corresponding to 
a type of storage device indicated by said type of device 
flag, and 

wherein said copying step can be performed independent 
of said host device. 5 

7. A data backup method in a first external storage device 
connecting to a host device, said data backup method 
comprising: 

forming a connection between said first external storage 
device and a second external storage device; and 

copying data stored in said first external storage device to 
said second external storage device via said connection, 

wherein said copying step is performed referring a present 
time of a timer in said first external device an a data 
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backup start time included in configuration information 
and said copying step is over when said data backup has 
been completed, 
wherein said configuration information comprises a type 
of device flag which indicates whether said second 
external storage device is a magnetic tape type storage 
device, 

wherein said copying step is performed corresponding to 
a type of storage device indicated by said type of device 
flag, and 

wherein said copying step can be performed independent 
of said host device. 

***** 
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